HNugopmanmonnasi naMsATKA 11 HeCOBEPLICHHOICTHHUX I10 BOIIPOCaM
KHO0epOe30NacCHOCTH

B ceTu «MHTEpHED»

KoMnbloTepHble BUPYCHI

KomnproTepHBIid BHUPYC - 3TO Pa3HOBUIHOCTh KOMIIBIOTEPHBIX MIPOrpaMM,
OTJIMYUTEIBHOU OCOOEHHOCTBIO KOTOPOU SIBIISIETCS CIIOCOOHOCTh K Pa3MHOKEHHUIO
(xonupoBanuio). B nomoiHeHHWEe K A3TOMY, BHUPYChl MOTYT TOBPEIUTH WIH
MOJIHOCTBIO YHUUTOKUTH BCE (Pailyibl U TaHHBIE, TTOJJKOHTPOJIbHBIE MOJIb30BATEIIO,
OT UMEHU KOTOPOTo Oblila 3amylleHa 3apak€HHas MporpamMma, a Takke MOBPEIUTh
WIN JaK€ YHUYTOKUTH OINEPAIMOHHYIO CUCTEMY CO BceMu (paitniamu B 1esnom. B
OOJIBIIMHCTBE CIIy4aeB PaclpOCTPAHSAIOTCA BUPYChI U€pe3 UHTEPHET.

MeToabl 3a1IUTHI OT BPEAOHOCHBIX IIPOrPAMM:

1. HNcnonb3yld COBpPEMEHHBIE OINEPAIMOHHBIE CHCTEMBI, HWMEIOIINE
CEpbE3HBIN YPOBEHB 3alIUTHI OT BPEIOHOCHBIX IPOrPAMM;

2. [ToctosiHHO ycTaHaBiaMBail naTuu (UUQPOBBIE 3aAIUIATKH, KOTOPBIE
aBTOMATUYECKU YCTaHABJIMBAIOTCS C LEJIbIO0 JOPAa0OTKH MHpPOTrpamMMbl) U JpYyrue
OOHOBJIEHUSI CBOEH omepauuoHHON cuctembl. CkauumBalli HX TOJBKO C
opummanbHoro  caira paszpadorunka OC. Ecaum CylecTByeT  pekuMm
aBTOMATUYECKOTr0 OOHOBJIEHUS, BKIIIOUH €T0;

3. PaboTaii Ha cBoeM KOMIIbIOTEpE MO/ IMpaBaMU TOJb30BaTElNsd, a HE
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTrpPaMM
WHCTAJUIAPOBATHCS HA TBOEM NEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yii aHTHUBUPYCHBIE MPOTPAMMHBIE TPOAYKTHI HM3BECTHBIX
MPOU3BOJIUTEIICH, C aBTOMATUYECKUM OOHOBJICHHEM 0a3;

5. Orpannup (U3HYECKUN NOCTYN K KOMIBIOTEPY JUIsI MOCTOPOHHUX
JIHLL;

6. Hcnonb3yil BHENIHUE HOcUTENW WHGOpMAIMHU, Takue Kak (Ielka,
nuck unu ¢aiin u3z MarepHeTa, TONbKO U3 MPOBEPEHHBIX HCTOYHUKOB;

7. He oTkpeiBaii koMnbloTepHbIE (aiiIbl, MOJYYEHHbBIE U3 HEHAAEKHBIX
UCTOYHUKOB. Jlaxke Te (pailyibl, KOTOpBIE MpUcail TBOK 3HAKOMBIH. Jlyurie yrounu

Y HCTO, OTIIPABJIAI JIX OH TeOe ux.

Ceru WI-FI




C nomompto WI-Fi MOXHO MOJIy4UTh OECIUIATHBIM HHTEPHET-AOCTYI B
OOIIECTBEHHBIX MecTax: Kade, OTeNsIX, TOProBbIX LIEHTpax U adponopTax. Tak xe
ABJISIETCA OTJIMYHOW BO3MOXKHOCTBHIO BbIXxoAa B MHTepHeT. Ho MHOrne skcnepTsl
CUMTaloT, 4To oOmmenoctynHsie WiFi cetu He sSBIsIOTCS 6€30MacCHBIMU.

CoseTtnl 110 0e30macHOCTH PadoThI B 0011e10CTYHBIX ceTsiX Wi-fi

1. He mepenaBaii cBoro JMYHYI0 MH(OpPMAIUIO Yepe3 OOIIeTOCTYITHbIE
Wi-Fi cetu. Paborasi B HUX, KeJaTeIbHO HE BBOJUTH MapOJM JIOCTYIA, JOTUHBI U
KaKHe-TO HOMEPA;

2. Hcnone3yit 1 OOHOBJSII aHTUBUPYCHBIE MPOTPAMMBI M OpaHaMaydp.
TeM cambIM Thl 00€30MAaCHIlIb CE0s OT 3aKaUKU BUPYCa HA TBOE YCTPOMCTBO;

3. [Tpu ucnonv3oBanuu Wi-Fi oTkmoun ¢yskmuio «OO0mumid 10CTyn K
daiinam u mpuHTepam». [laHHas (QyHKIUS 3aKpbiTa 1O yMOJYaHUIO, OIHAKO
HEKOTOPBIE M0JIb30BATEIN aKTUBUPYIOT €€ Il yA00CTBa UCHOIB30BaHUS B paboTe
uim yueoe;

4. He ucnonw3yit myonuunbii WI-FI s mepenaud JAUYHBIX JAHHBIX,
HaIpuMep, ISl BBIXOJ1a B COLUAIIBHBIE CETH WM B 3JIEKTPOHHYIO MOUTY;

3. Hcnone3yil Tonpko 3ammuuieHHoe coenanHeHue yepe3 HTTPS, a ne
HTTP, 1.e. mpu Habope Beb-aapeca BBOM UMEHHO «https://»;

6. B moOwibHOM Tenedone otkiaoun pynkuuio «llonkmouenne k Wi-Fi
apTomMaTnueckn». He pomyckail aBTOMAaTH4YE€CKOrO MOAKIIOYEHHUS] YCTPOMCTBA K

ceraM Wi-Fi 0e3 TBoero corJjiacus.

ConmajibHbIe CeTH

CoumanbHas CeTh - 3TO CaUT, KOTOPBIA MPETOCTABIIET BO3MOKHOCTD JIFOJISIM
OCYILIECTBJISITh OOIIEHHUE MEXay co0oil B mHTepHere. Yamie Bcero B HUX IS
KaXXJ0ro 4YeJIOBEKa BBIIEISETCS CBOSA JIMYHAs CTPaHWYKa, HAa KOTOPOM OH
yKa3bpIBaeT 0 cebe paznuyHyr HHGOpMAIMIO, HauYWHAsS OT WUMEHH, (pamMuinu u
3aKaH4YMBas JIMUYHBIMU QoTorpadusimu. MHOTHE MOIH30BATEIN HE TOHUMAIOT, YTO
uHbOpMaIlus, pa3MelIeHHass MU B COIMAIbHBIX CETSX, MOXKET OBITh HaleHa U
UCIIOJIb30BaHA KEM VYIroJHO, B TOM 4YHCIE He 00s3arebHO ¢ OJarumu

HaMCPCHUAMM.

OCHOBHBIE COBETHI 0 0€30MACHOCTH B COLUAILHBIX CETHAX:
1. Orpanudb CIUCOK JApy3eil. Y TeOs B JApPY3bsSX HE JOJDKHO OBITh

CJIy4aWHBIX U HE3HAKOMBIX JIFOJEH;



2. 3amuimiail cBOIO 4YacTHYIO XKu3Hb. He ykasbiBail maponu, TenedoHsbl,
aapeca, JaTy TBOEro POXIEGHUS U JIPYIryl0 JHUYHYIO  HHGPOPMAIUIO.
3710yMBIIUIEHHUKHA MOTYT UCIIOJIb30BaTh Jake MH(POPMAIIUIO O TOM, KaK Thl U TBOU
POJIUTENH TUTAHUPYETE MPOBECTH KAHUKYJIHI;

3. 3ammimai CBOIO PEmyTaluio - JEPKH €€ B YHCTOTE W 3ajaBail cebe
BOIPOC: XOTEN ObI Thl, YTOOBI APYTHUE MOJIB30BATENN BUIETH, YTO ThI 3arpyKaeulb?
[Togymaii, mpexkJie 4eM 4TO-TO ONMyOJIUKOBATh, HAIUCATh U 3arPy3UTh;

4. Ecnu Thl roBopullb C JIOJIbMHU, KOTOPBIX HE 3HACIIb, HE HCIOJIb3YH
CBOC pealbHOE UMS W JPYTYIO JIMUYHYIO WH(pOpMAIUW: UMs, MECTO KUTEIHCTBA,
MECTO yueObl U IpoUee;

5. N36erait pazmenienus ¢otorpaduii B IHTepHeTe, rie Thl H300pakeH
Ha MECTHOCTH, 110 KOTOPOI MOKHO OIPEJIEIIUTh TBOE MECTOIOJIOKEHHE;

6. [Ipu peructpanyi B COLMAIBHON CETH HEOOXOJIMMO HCIOJIb30BaTh
CJIOXKHBIC TIAPOJIH, COCTOSIINE U3 OYKB U MAU(P M C KOJUISCTBOM 3HAKOB HE MCHEE
8;

7. Jlnst couuanbHOM CEeTH, MOYTHl W JAPYIHMX CaWTOB HEO0OXO0IUMO
UCII0JIb30BaTh pa3Hble mapoyu. Toraa eciu TeOsi B3JIOMAIOT, TO 37T0YMBIIINICHHUKU

mojrydart JOCTYII TOJIBKO K OTHOMY MCCTY, 4 HC BO BCC Cpa3y.

DJIEKTPOHHbIC TeHLI'H

DJEeKTPOHHBIE JIEHBI'M — 3TO OYEHb YAOOHBIA CIIOCOO IUIaTeXei, OJHAKO
CYILECTBYIOT MOLIEHHUKH, KOTOPHIE XOTAT MOJIYYUTh 3TH JICHBIU.

DNEKTPOHHBIE IEHBI'M MOSIBUIIMCH COBCEM HEJJABHO M UMEHHO M3-3a 3TOr0 BO
MHOTHX TOCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccuu sxe oHU (YHKIMOHUPYIOT U O HUX YK€ MPOMKUCAHO B 3aKOHE, TJe
UX Pa3leisloT Ha HECKOJIBKO BHJIOB - AaHOHUMHBIE MU HE aHOHHMMHbIE. Pa3zHuia B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3periaeTcs NpoBOIUTE onepauuu 0e3
UACHTU(UKAIIMM  TOJIb30BaTENsl, a B HE AHOHUMHBIX HJECHTU(PUKALUU
M0JIB30BATEIS SIBISETCS 00A3aTEIBHOM.

Taxxke crnenyer pas3nuyaTh DJEKTPOHHbIE (UaTHBIE JAEHbIU (paBHBI
rOCy/apCTBEHHBIM BajJlOTaM) M JJEKTPOHHbIE He(UaTHbIE NEHBIM (HE pPaBHbI
rOCyAapCTBEHHBIM BAJIFOTaM).

OcHOBHBIE COBETHI M0 0€30MaCHOI padoTe € 3JIEKTPOHHBIMH JICHbI'AMH:

1. [IpuBskn K cyeTy MOOMIBHBIM TenedoH. DTo camblii yAOOHBIN U

OBICTPBI CMOCOO BOCCTAHOBUTH JOCTYNl K cueTy. IIpuBs3annbii TenedoH



MIOMOXET, eClu 3a0yAellb CBOM IUIaTEeXHBIA Mapojib WM 3alJellb Ha CalT C
HE3HAKOMOT'0 YCTPOWCTBA;

2. Hcnons3yit omHOpa3oBble naposu. [locne nmepexona Ha yCUIICHHYIO
aBTOpM3alMI0 Tebe yxke He OyAeT yrpokaTb ONAcCHOCTh KpakKl WJIM IepexBara
IJIATEKHOIO MapOJIs;

3. Br16epu cnoxHbli napons. [IpectynHukam Oyner He MpocTo yrajaaTh
CJIIOXHBIM Mmaposb. HaxexxHple maponu — 3TO MApPOJIM, KOTOPBIE COAEpXk AT HE
MeHee § 3HAKOB U BKJIIOYAIOT B C€0sl CTPOUHBIE U IMPOIHUCHBIE OYKBBI, LIU(PHI U
HECKOJIbKO CHMBOJIOB, TaKM€ KaK 3HAK JoJuiapa, GyHTa, BOCKIUIATENbHBIN 3HAK U
T.1n. Hanpumep, StROng!;;

4. He BBOJH CBOM JIMYHBIC JAHHBIC HA CaﬁTaX, KOTOPBIM HC JOBCPACIID.

DJICKTPOHHAS MMOUYTA

DIIEKTPOHHAS MOYTa — 3TO TEXHOJOTHS U NPENOCTABISIEMBIE €10 YCIYTH I10
NEPECHUIKE U MOJTYYEHUIO AIEKTPOHHBIX COOOIIEHUI, KOTOPhIE pACIPEACIIAIOTCS B
KOMITBIOTEPHOU ceTH. OOBIYHO SJIEKTPOHHBIA TOYTOBBIM SAIIUK  BBITJISIAT
CJIeIyIOIUM 00pa3oM: UMsI_TOJIb30BaTeIsi(@umMs_JoMeHa. Takxe KpoMme nepeaadu
MPOCTOTO TEKCTA, UMEETCS BO3MOXKHOCTH TIEpe/iaBaTh (pailibl.

OcHOBHBIE COBETHI 10 0€301IACHOM padoTe € JIEKTPOHHOM MOYTOM:

l. Hano BbIOpaTh mpaBHiIbHBIA MOYTOBBIA cepBuc. B MHTepHeTe ecTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYUIIIE IOBEPSThH TEM,
KOTI'0 3HACIlIb U KTO MEPBBIN B PEUTUHTE;

2. He ykaspiBaii B nuuHOM mouTe JuyHyro wHbopmanuio. Hampuwmep,
Jy4iie BeIOpaTh «My3bIKabHbINA (haHaT(@» uinn «pok2013» BMecTo «Temal 3»;

3. Hcnonb3yid ABYXA3TANHYIO aBTOPHU3ALUIO. DTO KOrJa MOMUMO MapoJis
HY>KHO BBOJUTH KOJI, TpUChUIaeMbIil o SMS;

4. BriOepu croxkHBIN mapoiib. [ KaKI0To MOYTOBOTO SIITUKA JTOKEH
OBITH CBOM HAJCKHBIN, YCTOWYUBBIN K B3JIOMY M1apOJib;

5. Ecam ecTtp BO3MOKHOCTH HAaMCaTh CaMOMY CBOW JIMYHBIM BOIPOC,
HCTIOJIB3YH 3TY BO3MOXHOCTb;

6. Hcnonb3yld HECKOJIBKO TOYTOBBIX SIIUMKOB. [lepBBIM 111 4acTHOM
MEPEINUCKU C aJipecaraMu, KOTOPHIM Thl JOBEpSEIIb. JTO AJIEKTPOHHBIN ajapec He

HAJI0 UCTIOIH30BATh MPU PETUCTPAINH Ha OopyMaxX U CalTax;



7. He oTkpsiBaii ¢aiiibl u Apyrue BIOKEHHUS B MUChMaX JaKe €ClId OHU
OPUILUIM OT TBOMX Jpy3ell. Jlyuine yTouHM y HUX, OTIPaBIISUIM JU OHU TeOE ITH
(baiisr;

8.  Ilocne okoHuaHus paOOTHI HA MOYTOBOM CEPBHUCE IMEPEN 3aKPBITHEM

BKJIQJIKU C CAUTOM He 3a0y/1b HaXaTh Ha «BBIATIY.

KuoepOyJJIMHT WJIM BUPTYAJLHOE U31€BATEJILCTBO

KubepOymiuHr —  mpecnefoBaHUE  COOOIICHUSIMH,  COJIEpKAIIUMHU
OCKOpOJIeHMS, arpeccuio, 3aIyTrUBaHUE; XYJUTaHCTBO; COLIMAJIBHOE
OOMKOTHPOBAHUE C TOMOLIBIO PA3IMYHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBeTHI IO 00pBHOE ¢ KHOEPOYJIIIMHIOM:

1. He Opocaiics B 0oit. Jlyummii cmoco0: mMOCOBETOBATHCS Kak ceOs
BECTU U, €CJId HET TOro, K KOMY MOHO OOpaTHThCS, TO BHa4yajie YCIHOKOUTHCS.
Ecnu Thl HauHelmb OTBE€YaTh OCKOPOJEHUSMH Ha OCKOPOJEHHs, TO TOJBKO EIle
O0JIBIIE Pa30KKEIb KOHPIUKT;

2. VYrpasnsii cBoelt kubeppernyTanuei;

3. AHOHUMHOCTH B ceTH MHUMas. CyIlleCTBYIOT CITIOCOOBI BBISICHUTD, KTO
CTOMUT 32 aHOHUMHBIM aKKayHTOM;

4. He cTout BecTn XynuraHckuil 00pa3 BUPTyaIbHOU *U3HHU. HTEpHET

(GuKCUpyeT BCce TBOM JEUCTBHS M COXpAHSIET UX. YJAIUTh UX OyIeT KpaiiHe

3aTPYAHUTEIIBHO;
5. Benu ce0s BeXxIuBO;
6. Urnopupyii eauHuyHblii HeratwB. OmHOpPA30BbIE OCKOPOUTEIIBLHBIC

COOOIIeHHUsT Jyylle WrHopupoBatb. OOBIYHO arpeccusi MpeKpamiaercss Ha
HavaJIbHOM CTaJuu;

7. ban arpeccopa. B nporpamMmmax oOMeHa MTHOBEHHBIMU COOOIICHUSIMH,
B COLIMAJbHBIX CETAX €CTh BO3MOXKHOCTb OJIOKUPOBKH OTIPAaBKH COOOIICHHUN C
OIPEJEIIEHHBIX a/IPECOB;

8. Ecnu Tb1 cBuaerens kuOepOysumHra. TBow JEHCTBUSA: BBICTYIHUTh
NpPOTUB TIpeciieloBaTeNsl, MOKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS
HEraTUBHO, MOJJEPXKATh KEPTBY, KOTOPOHl HY)KHA MCHXOJIOTWYECKas MOMOIIIb,

COOOIIUTH B3POCIBIM O (DAKTE arpeCCUBHOTO TIOBEJCHHUS B CETH.

MoouanHbIN TeJaedoH




CoBpeMeHHbIe CMapT(OHBI U TIIAHIIIETHI COJIEPXKAT B ceO€ BIOJHE B3POCIBIN
GbyHKIIMOHAT, W TEemepb OHUM MOTYT KOHKYPHUPOBAaTb CO CTaIllMOHAPHBIMHU
KoMmmbioTepamMu. OTHAKO, CPEJICTB 3aIUThI IS MOJOOHBIX YCTPOMCTB MOKa OYEHb
Mano. TecTUpoBaHME U TIOMCK YSI3BUMOCTE B HHUX MPOUCXOJUT HE Tak
WHTEHCUBHO, Kak 1y [1K, To ke camoe kacaeTcst 1 MOOMITBbHBIX TPHUITOKCHHM.

CoBpemeHHbIE MOOWJIbBHBIE Opay3epbl YK€ TPaKTUYECKH JIOTHAJU
HACTOJbHBIE aAHAJIOTH, OJIHAKO pacIIMpeHue (yHKIMOHAJa BIEYeT 3a CcoOOM
OOJIBIIIYIO CIIOKHOCTh U MEHBIIIYIO 3alIUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMUTENM BBITYCKAIOT OOHOBJIEHHUS, 3aKpPbIBAIOIIKE
KPUTHYECKHUE YSA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI JIJI1 0€30IACHOCTH MOOWIBHOTO Tesled)oHa:

1. Bbynps ocToposkeH, Beab Koraa Teoe mpeayiaraloT OecriaTHbI KOHTEHT,
B HEM MOTYT OBITh CKPBIThI KAKHE-TO IJIATHBIC YCIIYTH;

2. Hywmait, npexae yem otnpaBuTb SMS, ¢poto unu Buzaeo. Thl TOUHO

3HAEIllb, I/I€ OHU OYAyT B KOHEUHOM UTOTre?

3. Heobxoaumo 0OHOBIIATH ONEPAIIMOHHYIO CUCTEMY TBOETO cMapTdhoHa;
4. Hcnonb3yit aHTUBUPYCHBIE POrPaMMBbI 111 MOOMIJIBHBIX TEJIE(POHOB;
5. He 3arpyxail npunoXeHusi OT HEHW3BECTHOTO HMCTOYHHKA, BEAb OHU

MOTYT COJIEPKaTh BPEAOHOCHOE MPOTpaMMHOE 00eCIICUCHHUE;

6. [locne TOro Kak Tbl BBIMACHIL C CaWTa, TJ€ BBOAWI JMYHYIO
uH(pOpMaIIO, 3aii/I1 B HACTPOUKHU Opay3epa u yJaaiu cookies;

7. llepuoanuecku mpoBepsii Kakue IUIaTHbIE YCIYrd aKTHUBHUPOBAHBI Ha
TBOEM HOMEDE;

8. JlaBaii cBOil HOMEp MOOMIBHOTO TeNePOHA TOJIBKO JIFOJISIM, KOTOPBIX
THI 3HACIIb U KOMY JIOBEPSICIIIb;

0. Bluetooth momkeH ObITh BBIKIIOYEH, KOTJa Thl UM HE TOJIb3YEHIhCS.

He 3a0b1Bait nHOT1a IPOBEPSTH ITO.

@OUINHHT WU Kpaxka JIHYHbIX TaHHbIX

I'maBHas menb ¢GUIIUHT - BUAa VHTEPHET-MOIIEHHWYECTBA, COCTOUT B
MOJIYYCHUN KOH(PUICHITMATBHBIX JAHHBIX TMOJb30BaTeNIe — JIOTHHOB U MapOJICH.
Ha anrmmiickom s3bike phishing uymrtaercs kak ¢ummar (ot fishing — priOHas
JIOBJIS, password — mapoJn).

OcHoOBHBIE COBETHI IO 0OPBHOE C PUILIMHIOM:



1. Cnean 3a cBOMM akkayHTOM. EciM Thl MoJ03peBaellb, 4TO TBOS
aHkera ObUIa B3JIOMaHa, TO HEOOXOAUMO 3a0JOKMPOBATH €€ UM COOOIIMTH
aJIMUHHCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Hcnone3yit Oe3omnacHble BeO-CallThl, B TOM 4YHUCIE, HHTEPHET-
Mara3uHOB U TOMCKOBBIX CHUCTEM;

3. Hcnonw3y#l cnoxHble U pa3Hble mapoyu. TakuMm oOpaszoM, ecnu Teds
B3JIOMAIOT, TO 3JOYMBIIIJIEHHUKH I0JIy4aT JOCTYN TOJBKO K OJHOMY TBOEMY
npo(UIIO B CETH, @ HE KO BCEM;

4. Eciu Tebs B3nomanu, TO HEOOXOAMMO MPEIyNpPeauTh BCEX CBOUX
3HAaKOMBIX, KOTOpbIE JO0aBICHbI Y TeOS B IPY3bsiX, O TOM, YTO TeOs B3IOMAIH H,

BO3MOXXHO, OT TBOCTO NMCHHU 6y,I[eT pacCblIaThCA CIIaM U CCBIJIKH Ha (1)I/IHII/IHI‘OBI)I€

CalThI;
3. VYcranoBu HagexHbIN apodib (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKJIIOYM COXpaHEHHE NapoJisi B Opaysepe;
7. He oTkpsbiBaii (haidibl U Apyryue BIOKEHHS B MMMCbMaxX JaKe €CIM OHU

MOPUILIA OT TBOUX Jpy3el. Jlydille yTOYHU y HUX, OTIPABISIN JU OHU TeOe ATU

Gbaib.



